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Abstract
 
Supply chain risk management has increasingly becoming a more popular research area recently. Various 
papers, with different focus and approaches, have been published since a few years ago. This paper aims to 
survey supply chain risk management (SCRM) literature. Paper published in relevant journals from 2000 
to 2007 are analysed and classified into five categories: conceptual, descriptive, empirical, exploratory 
cross-sectional, and exploratory longitudinal. We also looked at the papers in terms of the types of risks, 
the unit of analysis, the industry sectors, and the risk management process or strategies addressed. The 
literature review will provide the basis for outlining future research opportunities in this field.

Keywords:	 literature survey; supply chain risk management

INTRODUCTION

The practitioners and scholars believe that the 
effective supply chain management has become 
an important enabler to improve organization 
performance and valuable way of securing 
competitive advantage (Chirderhouse et al, 
2003; Li et al, 2006). The intensifying business 
competition since 1990s has forced companies 
to improve efficiency in many aspects of their 
business. On the other hand, the increasing un-
certainty requires them to spend more resources 
to anticipate for demand, supply, as well as 
internal uncertainties for better sustainability 
of their supply chain. Interestingly, such an 

increasing uncertainty is not solely induced by 
the external business environments, but also 
due to increasing complexity of the supply 
chain structure and varying mechanism initi-
ated by the supply chains in their business. The 
trend of companies outsourcing their activities 
to outside parties has certainly created a new 
source of uncertainty. The chance of having a 
delay in raw materials delivery is increasing if 
a company relies to outside parties to do most 
of the inbound logistics activities. Likewise, 
the trend of supply base reduction has exposed 
some companies to more risks than the associ-
ated benefits. 

Supply Chain Risk Management: 
Literature Review and Future Research

Iwan Vanany, Sepuluh Nopember Institute of Technology (ITS), Indonesia

Suhaiza Zailani, Universiti Sains, Malaysia

Nyoman Pujawan, Sepuluh Nopember Institute of Technology (ITS), Indonesia



 Int’l Journal of Information Systems and Supply Chain Management, 2(1), 16-33, January-March 2009  17

Copyright © 2009, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global 
is prohibited.

Risk and uncertainty has always been an 
important issue in supply chain management. 
Earlier literature consider risks in relation to 
supply lead time reliability, price uncertainty, 
and demand volatility which lead to the need 
for safety stock, inventory pooling strategy, 
order split to suppliers, and various contract 
and hedging strategies (see Tang (2006a) for an 
excellent review of various quantitative models 
considering supply chain risk). Although sup-
ply chain management has always had a strong 
emphasis on risk, the notion of supply chain risk 
management has gained an increasing popular-
ity in recent years due to increasing supply chain 
complexity, including the use of global contract 
manufacturers and suppliers. Faisal et al (2006b) 
and Tang (2006a) believe that effective supply 
chain risk management (SCRM) has become 
a need for companies nowadays. Companies 
like Ericsson (Norrman and Jansson, 2004) and 
Nokia (Li et al, 2006), have long realized the 
need for an effective risk management in their 
supply chain operations. 

According to Chopra and Sodhi (2004), 
the supply chain risks could be in the form of 
delays of materials from suppliers, large forecast 
errors, system breakdowns, capacity issues, 
inventory problems, and disruptions. Another 
classification is provided by Tang (2006a) who 
categorized supply chain risks into operations 
and disruptions risks. The operations risks are 
associated with uncertainties inherent in a sup-
ply chain, which include demand, supply, and 
cost uncertainties while disruption risks are 
those caused by major natural and man-made 
disasters such as flood, earthquake, tsunami, 
and major economic crisis. 

Numerous articles on supply chain risk 
management have been published in the last 20 
years, the oldest being the article by Kraljic in 
1983 (Paulsson, 2004). An attempt to review 
articles on supply chain risk management was 
done by Paulsson (2004). The author classified 
the articles using three dimensions: the unit of 
analysis, type of risk, and risk handling. From 
our observation, there are many more SCRM 
articles published since the appearance of 
Paulsson’s review, making it beneficial to pro-

vide a more up to date review to include more 
recent articles. Tang (2006a) reviewed SCRM 
articles, but he focused on quantitative models. 
The author classified articles according to four 
basic supply chain areas: supply management, 
product management, information manage-
ment, and demand management. The purpose 
of this paper is to provide an extensive literature 
review on supply chain risk management. In 
particular, we aim to:

•	 Classify SCRM articles according to their 
approach and methodologies

•	 Discuss opportunities for future research

REVIEW METHODOLOGY

Search Methodology 

In this paper, we did exhaustive search of the 
articles related to supply chain risk manage-
ment. We collected articles published from 2000 
to 2007, focusing on risk management issues 
pertinent to manufacturing and supply chain 
management. There are two reasons for not 
including papers published prior to 2000. First, 
although traditionally risk and uncertainty have 
always been an important issue related to supply 
chain management literature, the term “supply 
chain risk” is relatively new to the literature. 
Our search in two major literature databases 
(Science Direct and Emerald Online) using a 
keyword “supply chain risk” revealed no result 
for papers published prior 2000. Second, the is-
sue of supply chain risk management has gained 
much attention after a series of events having 
major impacts on supply chain, including fire in 
one of the Ericsson’s supplier in New Mexico 
in 2000 that led Ericsson to a loss of about 
400 million Euros, insolvency of one of Land 
Rover’s supplier in 2001 causing this company 
to lay off 14000 workers, and certainly the tragic 
terrorists attack on the World Trade Center on 
September 11, 2001 causing major supply chain 
problems to the world (Norrman and Jansson, 
2004; Paulsson, 2004; Tang, 2006b). 
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The literature search was done through 
various electronic databases, including Science 
Direct, Emerald Fulltext, EBSCO, ABI/IN-
FORM Global Pro-quest, and Inderscience. 
The keyword used for the search was “sup-
ply chain risk”. This search revealed nine 
articles in Science direct (abstract, title, and 
keywords), 30 articles in Emerald, 5 articles 
in EBSCO (abstract, title, and keywords), 10 
articles in Inderscience, and 154 in ABI/inform 
Global Pro-quest academic database (full text 
documents and scholarly journals, including 
peer-reviewed) in August 2007. A total of 208 
articles were found. After looking at the types 
of articles, we discarded those not belong to 
refereed journal articles such as prefaces, edito-
rial notes, book review, and interview. Finally, 
we ended up with 82 relevant articles to be 
reviewed in this paper. 

Classifications 

A total of 82 articles (from 39 journals in 5 
journal databases) have been reviewed. Thirty 
eight percent of the SCRM articles have been 
published in the following four journals. 

•	 International Journal of Physical Distribu-
tion & Logistics Management

•	 International Journal of Production Eco-
nomics

•	 European Journal of Operations Re-
search

•	 Production and Operations Management 

It is interesting to note here that the SCRM 
articles are published in so many different 
journals, indicating the multi-disciplinary na-
ture of the problem. In table 1, the distribution 
of articles published in various years and the 
publishing journals are shown. The International 
Journal of Physical Distribution & Logistics 
Management has much more articles on SCRM 
than other journals as it published two special 
issues (volume 34 (5) and volume 34 (9), both 
in 2004), covering this issue. Other well known 
journals, such as the Journal of Operations Man-
agement, have also called papers for a special 

issue on SCRM, suggesting that the distribu-
tion of SCRM papers among relevant journals 
would be more even in the future. As depicted 
in figure 1, the number of articles is generally 
increasing during the period of 2000 – 2006 
and there is a big jump from 2004, indicating 
that the research on SCRM attracts attentions 
of many researchers. 

Analysis of Results

Methodologies 

Different methodologies used by various re-
searchers are divided into five categories, ac-
cording to Malhorta and Grover (1998) which 
include conceptual, descriptive, empirical, 
exploratory cross-sectional and exploratory 
longitudinal. The distribution of supply chain 
risk management papers according to the vari-
ous methodologies is shown in Figure 2. As it 
is shown, almost half of the papers applied the 
descriptive approach in their methodology. In 
the second place is the empirical research, and 
is by far lower than the two are conceptual and 
exploratory researches. The descriptive and 
empirical researches together account for 80% 
of the methodologies used. 

The conceptual is meant to represent a 
research methodology that describes basic/
fundamental concepts on supply chain risk 
management. In this classification, most papers 
propose a conceptual methodology for manag-
ing supply chain risks. For example, Cucchiella 
and Gastaldi (2006) developed a framework 
for the management of uncertainty in the sup-
ply chain in order to minimize firm risks. The 
authors employed a risk option approach to 
increase firm’s flexibility as a means for dealing 
with uncertainty within a supply chain. Some 
papers in this category also clarify some matters 
related to supply chain and supply chain risk 
management, including their definition. Peck 
(2006) examined the term supply chain, sup-
ply chain management, and then the fusion of 
supply chain management with risk. The author 
then argued that the supply chain risk should 
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Table 1. Distribution of articles by years and journals

Journal 2000 ‘01 ‘02 ’03 ’04 ‘05 ’06 ‘07 To-
tal

Automatica 1 1

Business Process Management Journal 1 1

California Management Review 1 1

Chemical Engineering Science 1 1

Computers in Industry 1 1

European Journal of Industrial Engineering 1 1

European Journal of Operational Research 1 3 4

Industrial Management & Data Systems 1 1

International Journal of Electronic Customer Relationship 
Management 1 1

International Journal of Integrated Supply Management 1 1

International Journal of Logistics Economics and Globalization 2 2

International Journal of Logistics Management 1 1 1 3

International Journal of Logistics systems and Management 1 1

International Journal of Logistics: Research and Applications 1 1 2

International Journal of Management and Enterprise Development 1 1

International Journal of Manufacturing Technology and Manage-
ment 1 1

International Journal of Operations & Production Management 1 1 2

International Journal of Physical Distribution & Logistics Man-
agement 1 1 11 2 1 16

International Journal of Production Economics 1 2 4 7

International Journal of Production Research 2 2

International Journal of Retail & Distribution Management 1 1

International Journal of Risk Assessment and Management 2 2

Journal of Enterprise Information Management 1 1

Journal of Manufacturing Technology Management 1 1

Journal of Operations Management 1 1

Journal of Purchasing & Supply Management 1 1 1 3

Journal of Supply Chain Management 1 1 2

Management Decision 1 1

Manufacturing & Service Operations Management 1 1

McKinsey Quarterly 1 1

MIT Sloan Management Review 1 1 2

Production and Operations Management 4 4

Risk Management 1 1 2

table continued on following page
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Figure 1. Number of articles of supply chain risk management in 2000-2007 periods

Strategic finance 1 1

Supply Chain Management 1 1 2

Supply Chain Management Review 1 1

Supply Chain Management: An International Journal 2 1 3

The International Journal of Management Science 1 1

Transportation Research Part E: Logistics & Transportation 
Review 1 1 2

Total 2 1 2 4 21 18 20 14 82

Table 1. continued

Figure 2. Research methodology used in SCRM articles
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not be addressed solely within a functional 
SCM perspective, but required cross-functional 
concerns.

Descriptive is a methodology that descript, 
formulates, and develops model in supply 
chain risk management. For example, there are 
models that have been developed as a supply 
chain management framework that include 
identification, analysis, and prioritizing mitiga-
tion actions. Some popular tools such as failure 

mode and effect analysis (FMEA) and analytical 
hierarchy process (AHP) have been used for 
this purpose. Wu et al (2006) and Gaudenzi 
and Borghesi (2006) for example applied the 
AHP model, Sinha et al. (2004) applied the 
FMEA approach, and Cucciella and Gastaldi 
(2007) applied the real option model. Some 
authors also developed mathematical models 
to analyse risk behaviour in supply networks 
(for example Nagurney and Matspura, 2005; 
Nagurney et al, 2005). 
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Empirical is a methodology in which the 
data for study is taken from existing database, 
case study, literature review, and taxonomy or 
typology approaches. Some of the studies in 
this category are in the form of a survey study 
involving practitioners as respondents. Zsidisin 
and Ellram (2003) did a survey involving re-
spondents of purchasing professional associated 
with the Institute for Supply Management TM 

(ISM). The authors investigated the concept 
of agency theory within the context of supply 
risk management. 

Juttner et al. (2003) conducted a field 
research involving interviewees from manu-
facturing companies, retail sectors, and lo-
gistics service providers. The researchers first 
interviewed the companies’ representatives 
separately for each company and then they 
were invited for a focus groups discussion. The 
study seek to identify future research agenda 
and then to clarify the concept as well as to 
propose a working definition for supply chain 
risk management. 

Exploratory cross-sectional is a methodol-
ogy where the information is collected at one 
point in time. Peck (2005) proposed a frame-
work, based on the results of the exploratory 
study, for analyzing the scope and dynamics of 
supply chain risks. The framework is consisted 
of four levels of supply chain elements, i.e., 
value stream / product / processes, asset and 
infrastructure dependencies, organizations and 
inter-organizational networks, and then the 
environment. The author argues that a robust 
or resilient supply chain can not be done by 
merely good design and management of sup-
ply chain processes, but should also taking into 
account the system more widely to include the 
other three levels. 

Exploratory longitudinal is a survey 
methodology where the data collection is done 
at two or more points over time in the same 
organizations. We found no paper applying this 
methodology. The fact that the supply chain 
risk management has just received much at-
tention quite recently could be an explanation 
for why this methodology has not been applied 
in this field. 

Industry Sectors

SCRM articles appear to be spread over many 
industrial sectors. Most of the applications have 
been in the electronics and aerospace sectors. 
It is understandable that the supply chain risk 
management has been mostly applied to the 
electronic sector. As suggested by Sodhi (2005), 
the electronic industry is prone to risk due to 
short product life cycle and high demand uncer-
tainty. Ericsson supply chain risk management 
model (Norrman and Jansson, 2004) which 
was developed after a fire at its sub-supplier is 
one of the mostly discussed cases in the supply 
chain risk literature. The aerospace on the other 
hand is exposed to risk due to its complexity. 
The product complexity as well as the sup-
ply chain structure complexity brings much 
risks and uncertainty to the aerospace sector. 
Sinha et al. (2004) developed a framework for 
mitigating supply chain risks in an aerospace 
industry. The authors suggest that such risks 
as lack of common terminology among supply 
chain players, conflict in OEM requirements, 
and lack of raw materials are examples of risks 
that could happen in this sector. To a lesser 
extent, supply chain risk management have 
also addressed the automotive, telecommunica-
tion, semiconductors, machinery and machine 
tools, metal industry, and other sectors. Table 
2 presents the classification of the papers ac-
cording to the industry sectors where they are 
applied. Based on scale of the companies, the 
SCRM are mostly biased toward large rather 
than small and medium enterprises. 

Unit of Analysis

We also categorized the papers from the per-
spective of the unit of analysis following Nor-
rman and Lindroth (2004). The unit of analysis 
describes the complexity of the entities from 
which the supply chain risks are viewed. This 
paper uses the level of complexity from a single 
logistic activity to a supply network. Logistics is 
that part of SCM process that plans and control 
between the points of internal company such 
as: traffic and transportation, warehousing 
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and storage, industrial packaging, etc (Coyle 
et al, 1992). Thus, risks can be evaluated 
from a single supply chain function such as 
procurement, planning, transport, warehouse, 
etc. Dyadic relations represent a relationship 
between two organizations within a supply 
chain. For example, the relationship between a 
manufacturing company and one of its suppli-
ers can be considered as a dyadic relation. The 
supply chain, on the other hand, is considered 
here as a set of three or more entities which 
work together to produce and deliver products 
from sources to customers (Mentzer et al, 2001). 
The most complex unit of analysis is the supply 
network. Choi and Krause (2006) define sup-
ply networks is “all inter-connected companies 
that exist upstream to any one company in the 
value system”. 

Our categorization shows that most SCRM 
literature addresses a supply chain as a unit of 
analysis followed by a dyadic relationship in 
the second place. We found only one article 
which exclusively looking at risk from solely a 
single logistic activity, i.e., Wilson (2007). The 
author investigates the effect of transportation 
disruptions on supply chain performance using 
system dynamics simulation. Although there are 
many articles, which looked at only one side of 
the supply chain (e.g., supply risk or inbound 
risks), we consider them to fall within a dyadic 
relationship as some risk sources are from other 
organizations (e.g. from supplier). On the other 
extreme, we also found only limited articles 
looking at risks within a supply network. The 
complexity of the structure and relationships 
obviously prevents ones to be able to capture 
a network when addressing supply chain risks. 
Table 3 shows the categorization of papers ac-
cording to the unit of analysis, excluding those 
papers which do not use any unit of analysis 
in their study.

Types of Risks

There are various types of supply chain risks. 
Chopra and Sodhi (2004) categorized supply 
chain risks into disruptions, delays, systems, 
forecast, intellectual property, procurement, 

receivables, inventory, and capacity. In the 
aerospace industry, Sinha et al. (2004) classified 
four areas of risks which include standards, sup-
plier, technology, and practices. In each of these 
four areas, there is a number of supply chain 
risks that could happed. Finch (2004) classified 
risks into three broad categories which include 
the three levels of coverage: application level, 
organizational level, and inter-organizational 
level. At the application level, the risks include 
natural disasters, accidents, deliberate acts, 
data/information security risks, and manage-
ment issues. At the organizational level, such 
risks as legal and strategic changes in decisions 
could happen, while at the inter-organizational 
level, there are possible uncertainty from the 
outside of the organization which could pose 
risks. Other classification of risks can be found 
in other articles, including for example Mason-
Jones and Towill (1998), Juttner et al (2003), 
Peck (2005).

Following the classification in Norrman 
and Lindroth (2004), we categorize the type of 
risks addressed in the SCRM papers into opera-
tional accidents, operational catastrophes, and 
strategic uncertainty. The operational accidents 
are those affecting the operational process or 
resources related to logistics / supply chain, such 
as fires, truck accidents, machine failures, labor 
strikes, etc (Norrman and Lindroth 2004). Most 
companies are facing day-to-day operational 
accidents, but the frequency of those risks 
happening depends on how good they manage 
supply chain risks. Operational catastrophes are 
risks associated with rare and difficult to predict 
events, but once occurred; they have severe 
impacts on the company. Such risks as natural 
disaster, socio-political instability, economic 
disruptions, and terrorist attacks are examples 
of operational catastrophes. Finally, the strategic 
uncertainties are the type risks that are gener-
ally difficult to address and affect the company 
not at the operational level, but strategically. 
The strategic uncertainty could be in the form 
volatile demand, supplier default/bankruptcy, 
increasing competition, market constraint, and 
technology change.
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Table 2. Classification of industry sectors

Industry sectors Articles (see references) Count

Electronics (Cellular phone, computer, 
etc)

Zsidisin et al (2000), Hallikas et al (2002), Papadakis (2003), 
Zsidisin (2003a) (2), Zsidisin (2003a), Zsidisin et al (2004) 
(2), Appelqvist and Gubi (2005), Sodhi (2005), Zsidisin et al 
(2005a), Choi and Krause (2006), Ojala and Hallikas (2006), 
Papadakis (2006)

14

Aerospace

Zsidisin et al (2000), Zsidisin (2003a), Zsidisin (2003b), 
Sinha et al (2004), Zsidisin et al (2004), Blackhurst et al 
(2005), Juttner (2005), Peck (2005), Zsidisin et al (2005a),  
Zsidisin and Smith (2005)

10

Automotive industry
Zsidisin (2003b), Svensson (2004a), Svensson (2004b), 
Blackhurst et al (2005), Hallikas et al (2005), Juttner (2005), 
Berry and Collier (2007), 

7

Telecommunications  Zsidisin  et al (2000) (2), Agrell et al (2004), Norrman and 
Jansson (2004), Zsidisin et al (2005a) 5

Semiconductor Zsidisin et al (2000) (2), Zsidisin (2003a), Zsidisin et al 
(2004) 4

Industry sectors Articles (see references) Count

Machinery and machine tools Atkinson (2004), Mills and Camek (2004), Faisal et al 
(2006b) 3

Metal industry Hallikas et al  (2002), Hallikas et al (2004), Ojala and Hal-
likas (2006) 3

Textile and garment industry Brun et al (2006), Faisal et al (2006b) 2

Chemicals and pharmaceutical 
industry

Blackhurst et al (2005), Juttner (2005), Kleindorfer and Saad 
(2005) 3

Film industry Watson (2004) 1

Medical and dental devices Gaudenzi and Borghesi (2006) 1

Packaging industry Atkinson (2004) 1

Toys industry Faisal et al (2006a) 1

Other industry (leather, office 
equipments, tobacco, agricultural, 
construction, marine transport, and 
commerce/trading, third party logistics 
(3PL) providers, cosmetics

Allen and Schuster (2004), Mills and Camek (2004), 
Blackhurst et al (2005) (2), Hendricks and Singhal (2005), 
Nagurney et al (2005), Sheffi and Rice (2005) (2), Faisal et al 
(2006b), Choy et al (2007), Cucciella and Gastaldi (2007),

11

Total 66*

Note: * While 82 articles were reviewed, there are papers without application to any sector

Certainly, each company would have 
a different set of typical risks. In aggregate 
terms, there is a common pattern in the types 
of risks the companies/supply chains are fac-
ing. For example, the operational catastrophes 
are less likely to happen compared to the other 
two types. However, recently the operational 

catastrophes are happening with an increasing 
rate, making it a necessity for companies to 
have well prepared mitigation strategies for 
this type of risks. We witness increasingly more 
frequent natural disasters, which cause opera-
tional catastrophes in recent years, including 
for example the earthquake, tsunami, floods, 
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etc. Table 4 shows the types of risks addressed 
in the SCRM literatures.

As table 4 shows, operational accidents and 
strategic uncertainty are discussed in about the 
same number of papers, while the operational 
catastrophe has received relatively less atten-
tion. Interestingly, only 7 papers addressed all 
three types of risks (Juttner et al. (2003), Zsidisin 
(2003a), Christopher and Peck (2004), Norrman 
and Jansson (2004), Peck (2005), Wagner and 
Bode (2006), Wu et al (2006)). Certainly, it 
would be interesting to develop more analysis 
to see if different types of risks are associated 
with different industry sectors. For example, one 
would think that the strategic uncertainty could 
be very much a concern of innovative industries 
as product life cycles are becoming shorter and 
shorter with rapid technology development. On 
the other hand, operational accidents could be 

associated with low awareness of internal risks 
which is often attributable to weak management 
systems. The future studies should attempt to 
look at a more detailed level the typical risks 
each industry sector is facing.

Risk Management Process and 
Strategies

Risk management processes refer to the stages 
a supply chain or a company could follow 
to reduce the supply chain risks. It normally 
involves such activities as identifying supply 
chain risk events, assessing the probabilities 
and the severity of impacts, prioritizing the risk 
event to be dealt with and developing actions 
for mitigating risks or planning for backup 
actions. In the identification stage, one may 
use various techniques or tools to list various 

Table 3. Unit of analysis

Unit of Analysis Articles (see references) Count

Single Logistics Activities Wilson (2007) 1

Company Logistics Giaglis et al (2004), Kleindorfer and Saad (2005) 2

Dyadic Relations

Zsidisin et al (2000), Johnson (2001), Hallikas et al (2002), Svensson 
(2002), Zsidisin (2003a), Giunipero and Eltantawy (2004), Sinha et al 
(2004), Svensson (2004a), Watson (2004), Zsidisin et al (2004), Rao et al 
(2005), Towill (2005), Zsidisin and Smith (2005), Giunipero, et al (2006), 
Wu et al (2006)

15

Supply chain

Ritchie and Brindley (2000), Juttner et al (2003), Papadakis (2003), 
Zsidisin (2003b), Agrell et al (2004), Allen and Schuster (2004), Atkinson 
(2004), Barry (2004), Cavinato (2004), Chopra and Sodhi (2004), Chris-
topher and Lee (2004), Christopher and Peck (2004), Finch (2004), Mills 
and Camek (2004), Norrman and Jansson (2004), Qi et al (2004), Spekman 
and Davis (2004), Svensson (2004b), Appelqvist and Gubi (2005), Black-
hurst et al (2005), Guillen et al (2005), Hendricks and Singhal (2005), 
Juttner (2005), Peck (2005), Sheffi and Rice (2005), Sodhi (2005), Zsidisin 
et al (2005b), Atkinson (2006), Beasley (2006), Brun et al (2006), Chen, 
et al (2006), Chen and Seshadri (2006), Cucchiella and Gastaldi (2006), 
Faisal et al (2006a), Faisal et al (2006b), Gaudenzi and Borghesi (2006), 
Papadakis (2006), Peck (2006), Sutton (2006), Tang (2006a), Wagner and 
Bode (2006), Wilding and Humphries (2006), Choy et al (2007), Faisal et 
al (2007b), Krishnan and Shulman (2007), Ritchie and Brindley (2007)

46

Supply network

Hallikas et al (2004), Hallikas et al (2005), Nagurney et al (2005), Nagur-
ney and Matsypura (2005), Choi and Krause (2006), Glickman and White 
(2006), Ojala and Hallikas (2006), Cucciella and Gastaldi (2007), Goh et 
al (2007), Li and Chandra (2007)

10

Total 74
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risk events that possibly occur in the supply 
chain. Most of the techniques at this stage are 
qualitative in nature. Brainstorming within the 
research team or which include experts from 
industry are common practices that have been 
used at the identification stage (see Hallikas et 
al., 2002; Zsidisin, 2003b; Norrman and Jans-
son, 2004; Sinha et al. 2004; Wu et al, 2006 
for examples of articles using brainstorming). 
Some models have also been used to assist in 
identifying supply chain risks at this stage, such 
as IDEF0 (Sinha et al, 2004) and AHP (Wu et 
al, 2006). Some other tools such as Fault Tree 
Analysis (FTA) and Event Tree Analysis (ETA), 
which have been used in technical areas such 
as maintenance, have not been popularly used 
in the supply chain risk management. 

In the assessment stage, a number of ap-
proaches are possible including brainstorming, 

process mapping, risk impact analysis, and 
scenario planning. A popular model used in 
the assessment stage is the failure mode and 
effect analysis (FMEA) where we can assign 
a priority list to each risk based on the multi-
plication of the probability of occurrence and 
the severity of the impact caused. Some authors 
have developed an innovative model for supply 
chain risk management where assessment is a 
critical stage within it. For example, Norrman 
and Jansson (2004) described a model called 
ERMET (Ericsson Risk Management Evalua-
tion Tools). Brun et al (2006) described another 
model called SNOpAck (Supply Network Op-
portunity Assessment Package). 

In assessing supply chain risks, authors 
use different scales. Some authors (Hallikas 
et al, 2002; Norrman and Jansson, 2004) use 
a 1 – 4 scale while Hallikas et al (2004) use 

Table 4. Type of risks

Type of risks Articles (see references) Count

Operational accidents

Zsidisin et al (2000), Svensson (2002), Juttner et al (2003), Zsidisin (2003a), 
Zsidisin (2003b), Allen and Schuster (2004), Atkinson (2004), Chopra and 
Sodhi (2004), Christopher and Peck (2004), Finch (2004), Mills and Camek 
(2004), Norrman and Jansson (2004), Sinha et al (2004), Spekman and Davis 
(2004), Zsidisin et al (2004), Appelqvist and Gubi (2005), Hallikas et al 
(2005), Hendricks and Singhal (2005), Nagurney et al (2005), Nagurney and 
Matsypura (2005), Peck (2005), Rao et al (2005), Sodhi (2005), Zsidisin et al 
(2005a), Zsidisin and Smith (2005), Choi and Krause (2006), Cucchiella and 
Gastaldi (2006), Gaudenzi and Borghesi (2006), Papadakis (2006), Wagner 
and Bode (2006), Wu et al (2006), Berry and Collier (2007), Wilson (2007)

17

Operational catastrophes

Juttner et al (2003), Papadakis (2003), Zsidisin (2003a), Barry (2004), Cho-
pra and Sodhi (2004), Christopher and Peck (2004), Norrman and Jansson 
(2004), Spekman and Davis (2004), Hendricks and Singhal (2005), Juttner 
(2005), Kleindorfer and Saad (2005), Peck (2005), Sheffi and Rice (2005), 
Zsidisin et al (2005a), Papadakis (2006), Tang (2006a),Wagner and Bode 
(2006), Wu et al (2006), 

10

Strategic uncertainty

Johnson (2001), Hallikas et al (2002), Juttner et al (2003), Zsidisin (2003a), 
Zsidisin (2003b), Agrell et al (2004), Christopher and Lee (2004), Christo-
pher and Peck (2004), Giaglis et al (2004), Giunipero and Eltantawy (2004), 
Norrman and Jansson (2004), Qi et al (2004), Watson (2004), Zsidisin et al 
(2004), Blackhurst et al (2005), Guillen et al (2005), Hallikas et al (2005), 
Peck (2005), Rao et al (2005), Sheffi and Rice (2005), Sodhi (2005), Towill 
(2005), Chen et al (2006), Chen and Seshadri (2006), Choi and Krause (2006), 
Cucchiella and Gastaldi (2006), Faisal et al (2006b), Gaudenzi and Borghesi 
(2006), Ojala and Hallikas (2006), Tang (2006a), Wagner and Bode (2006), 
Wu et al (2006), Choy et al (2007), Tapiero (2007) 

24

Total 51
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a 1 – 5 scale. Each number corresponds to a 
verbal definition. For example, in defining the 
magnitude of impacts (severity), the values of 
1, 2, 3, 4, and 5 represent low, medium, high, 
very high, catastrophic impacts respectively. 
Zsidisin (2003b) and Sheffi and Rice (2005) 
only use two levels, i.e., high and low, to assess 
the magnitude of risks. 

Mapping the risks into a graph or a matrix 
could be useful in the analysis stage. Such 
visualization is particularly desirable to assist 
management in a company communicating risks 
internally as well as to other parties within the 
supply chain. The traffic light analysis such 
as the one presented by Norrman and Jansson 
(2004) is a good visualization of risks. They 
use colors to highlight the different magnitude 
of risks and hence, prioritization can be easily 
judged from the colors. 

The risk management involves the course 
of actions to consider in order to reduce the 
risks. This can be done by reducing the prob-
ability of occurrence, the severity of impacts, or 
both. Generally, risk management involves such 
options as transferring it to or sharing it with 
other parties, accepting it as it is, or avoiding 
the risks. Transferring risk to other parties is a 
common supply chain management practices 
nowadays. An example would be the outsourc-
ing / subcontracting practices where some types 
of supply chain risks are transferred to the par-
ties providing the products or services. Some 
global players outsource the whole production 
processes to outside parties which automatically 
means that such a company does not need to 
deal with labor and production facility problems. 
Risk sharing maybe developed in terms of a joint 
collaboration for risks involving two or more 
parties in a supply chain. Juttner et al (2003) 
suggested that cooperation with supply chain 
partners is one of the mitigation strategies for 
supply chain risks. The cooperation can be in 
terms of joint efforts to improve supply chain 
visibility and understanding, joint efforts to 
share risk related information, and joint efforts 
to prepare supply chain continuity plans. Drop-
ping specific products, geographical markets, 

suppliers, or customers can be considered as a 
way to avoid risks.

One major action that each company 
should do is to develop an alternative plan or 
contingency plan to mitigate the supply chain 
risks. Such an alternative, which is also called as 
business continuity management (Juttner et al, 
2003), is developing well in the area of supply 
chain risk management recently. According to 
Norrman dan Lindroth (2004), business continu-
ity planning / business continuity management 
(BCP/BCM) cover wider scopes than the supply 
chain risk management. BCP/BCM includes 
crisis management, disaster recovery, business 
recovery, and contingency planning which are 
often not considered to be the main focuses of 
supply chain risk management. 

As presented by table 5, the SCRM articles 
address the four general risk management 
processes well. 

CONCLUDING REMARKS AND 
OUTLINES OF FUTURE  
STUDIES

We have presented a classification of articles 
on supply chain risk management (SCRM) 
published in recent journal papers based on 
the classification methodology of Malhorta and 
Grover (1998). The review shows that SCRM 
is a rapidly growing area since a few yeas ago. 
Papers on supply chain risk management ad-
dress various types of supply chain risks and 
authors developed various risk classifications. 
In this paper we follow the classification of 
Norrman and Lindroth (2004) where the supply 
chain risks are categorized into operational ac-
cidents, operational catastrophes, and strategic 
uncertainty. Understanding the types of risks 
and their probability of occurrence as well as 
the associated impacts is a starting point for 
companies to develop effective risk manage-
ment strategies. From methodological point 
of view, most published papers were based on 
empirical and descriptive, while very few based 
on exploratory research. 
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Since supply chain risk management is 
still in the infancy stage and the need for better 
supply chain risk management is high, this field 
will continue to be placed on top list of future 
research agenda. We discuss here a number of 
possible research opportunities in this area. 

The first agenda is related to the use of 
technology in relation to supply chain risk 
management. As suggested by several authors 
(Atkinson, 2004; Giunipero and Eltantawy, 
2004; Tang, 2006a; Wilson, 2007), the use 
of technology such as RFID and ERP will 
become an important facet of supply chain 
risk management. More research should be 
conducted to learn how technologies could 
be used to mitigate risks in a supply chain. 
In general, the use of information technology 
could improve information visibility across 
the supply chain. Certainly, with better ability 
to see what is happening in the upstream and 
downstream stages of the supply chain, each 
player would be able to anticipate for delay in 
delivery of materials, swings in demand, act 
of competitors, and even for some disruption 
risks. How technology could contribute to 

the management of supply chain risks, would 
technology also pose other supply chain risks, 
how technology can be used to monitor supply 
chain risks are among interesting questions to 
answer in future studies.

Zsidisin (2003b) suggests that managerial 
perception of risk from different perspectives is 
an area for future research. It is indeed impor-
tant to understand what different people in an 
organization or across different organizations 
within a supply chain perceive about supply 
chain risks. Different perception about supply 
chain risks from marketing and from operations 
could pose a conflict in deciding what mitigation 
actions to choose in an organization. Likewise, 
as suggested by Zsidisin (2003b), if sales repre-
sentatives perceive risks in a similar manner than 
the purchasing professionals in a supply chain 
relationship, then strategies to manage the risk 
in that link could be created within the dyadic 
relationship and may be easier to implement 
due to the similar perception from both sides. 
Certainly, it would be interesting to explore dif-
ferences and similarities in perceptions toward 
supply chain risks inside an organization and 
across organizations in a supply chain. 

Table 5. Stages of risk management process

Stages of risk 
management process Articles (see references) Count

Risk identification/
analysis

Hallikas et al (2002), Zsidisin (2003b), Cavinato (2004), Finch (2004), Hallikas 
et al (2004), Norrman and Jansson (2004), Sinha et al (2004), Juttner (2005), Wu 
et al (2006)

9

Risk assessment

Zsidisin et al (2000), Hallikas et al (2002), Zsidisin (2003b), Finch (2004), Hal-
likas et al (2004), Norrman and Jansson (2004), Sinha et al (2004), Zsidisin et 
al (2004), Juttner (2005), Kleindorfer and Saad (2005), Sheffi and Rice (2005), 
Gaudenzi and Borghesi (2006), Sutton (2006), Wu et al (2006), Berry and Col-
lier (2007), Li and Chandra (2007), Li and Hong (2007), Burn et al (2006)

18

Risk management

Ritchie and Brindley (2000), Zsidisin et al (2000), Johnson (2001), Chopra 
and Sodhi (2004), Christopher and Peck (2004), Finch (2004), Giunipero and 
Eltantawy (2004), Hallikas et al (2004), Norrman and Jansson (2004), Sinha et 
al (2004), Hallikas et al (2005), Juttner (2005), Kleindorfer and Saad (2005), 
Sheffi and Rice (2005), Sodhi (2005), Atkinson (2006), Cucchiella and Gastaldi 
(2006), Gaudenzi and Borghesi (2006), Ojala and Hallikas (2006), Peck (2006), 
Berry and Collier (2007), Faisal et al (2007a), Faisal et al (2007b), Iakovou et al 
(2007),

24

Business continuity 
management

Juttner et al (2003), Norrman and Jansson (2004), Juttner (2005), Sheffi and Rice 
(2005), Zsidisin et al (2005a), Zsidisin, et al (2005b), Peck (2006) 7
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Another fertile area of research is decision 
making process related to supply chain risk 
management. Risk management process is a 
complex issue that could involve risky decision 
making processes. Some papers suggest that risk 
management may involve such decision as risk 
transfer (for example using outsourcing), risk 
sharing (through joint collaboration for risks), 
and risk avoidance (through, for example hedg-
ing currency). From our observation, there is 
no paper that has a focus on decision making 
process for selecting the best course of action 
in dealing with supply chain risk management. 
Deciding which options to choose among vari-
ous possible alternatives such as risk transfer, 
risk sharing, or any types of risk mitigation 
strategies could be a difficult decision making 
problem within a supply chain. Cucchiella and 
Gastaldi (2006) present a real option model for 
risk management. Application of other decision 
making models for making risk management 
decision is an interesting research topic for the 
future. As Juttner et al (2003) suggest, guiding 
supply chain trade-off decision making is an 
important agenda for future research in supply 
chain risk management. Standard decision mak-
ing models such as the AHP or ANP could be 
further explored for decision making application 
in supply chain risk management. 

To the best of our knowledge, there is no 
paper that specifically addresses collaborative 
risk management in the supply chain. In contrast, 
the discussions on collaborative planning and 
forecasting (for example through CPFR initia-
tives) or other collaborative schemes (such as 
in the context of quality control as presented 
in Tapiero 2007) are gaining more attention in 
the literature. Future research should then be 
expanded to explore how collaborative risk 
management between companies in a supply 
chain could work. The possible research could 
be the design of a framework for collaborative 
risk management and various possible schemes 
for collaborative risk management between 
organizations in a supply chain. 

Research on supply chain risk manage-
ment that attempts to compare strategies to 
manage risk or to create a robust supply chain 

across different sectors is still limited. Juttner 
et al (2003) also suggest that it is important 
to develop risk management approaches for 
specific supply chains / industries. To enable 
this, it is necessary to first understand different 
types of risks that are dominant in different 
supply chains / industry sectors. Generally, it 
is conceivable that the types of risks, and then 
the appropriate mitigation actions, vary with 
supply chains / industry sectors. For example, 
in the electronic sectors, the competitions due 
to many players and the rapid development of 
technology force products to have shorter life 
cycle. These pose various supply chain risks 
such as forced markdown prices and inventory 
obsolescence. In the pharmaceutical industry, 
on the other hand, long product development 
time (time to market) could be a major issue 
related to supply chain risk management. Thus, 
it would be important to expand supply chain 
risk management research into these issues.
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